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3. AuANURLEUDIA1

3.1 fianuanansanmungying

3.2 hilluynraduazane

3.3 liegszwinudnianis

3.4 134LUUUﬂﬂamaasvm'maﬂ'auaumiaumamuawiamammﬂwmamummﬁlfmqﬂm
LummnL'Uumwlumummmmsﬂavmuwam‘sﬂgummuﬂuaqwﬂsvnaUmsmmuwyumﬁuummmi
navmsansATvuanwitUsEnmseunslussuLAS T e saLMAYe TR Tnang
3.5 lﬂLﬁuqﬂﬂaﬁ'aqn'w‘q%‘él’ﬂuﬂ'guﬁ'imﬁ?fa@’J’ﬁy\‘imuuaslﬁuﬁ'qﬁau‘ﬁblﬁlﬁucﬂ’ﬁyawu
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viudau §ians nssunsgianis guims grnalumsidumilufisnisvesifyanatiudie
3.6 damanvauarliddnvusdoaiiuniud aauvnssunisulovionissni odnda
LazmIvImsiagniasgimualussisayunm
3.7 Wulifyaea dilerinsuinnuiiusenmnmmadnmseiindsandn
3.8 13J'L1’flu§ﬁwaﬂssiafuﬁ'§"mﬁuﬁ’ué’ﬁu%’mauaswé"uﬁﬁwﬁu%’aLaualﬁminmﬁﬁmmgqqmq
a ulsemavsenInsandiannseding wiolillug nszviinissulunmstauaranisud siiu
pgnaiusssulumsuszmanandidnnseiindasai
39 lidudlizuenavivioannudui szmm'«aﬂgLaﬁluﬂamumalwmuumﬁmamaqmEm
mataualmmmaﬂmaa“LaﬂawﬁLLavmwmmuwmwu
3.10 giudoiausdesnmedouluszuudadodadana sge8iEnnseting (Electronic
Government Procurement : e - GP) wesnsudyiinans
3.11 NauwagauamaqLUuumUﬂﬂawm'm*uaumm’twmm'saumaiLumimalﬂiuluaum’m
Usgnaufianisinsmunmam wuuil 1 wde wuudl 2 vwde uwuud 3
212 ﬁ;ljEJmauaiwmmamaﬁmmauwmL%amia"l:ué’wﬂﬁu%nwﬁumaiﬁmwdwﬂsxmﬁ
Litdesnda 50 @ Tneilvunn Bandwidth sailsitfeendn 940 Gbps
3.13 fhudeiaunvzdos wansviladesuTE RS IUEING V}gqmmgm ISO 27001 waz ISO
20000-1 wag CSA STAR \uetrafasuazidonnainisliusns Service Level Agreement (SLA)
laishnn 99.95 %
3.14 ffutoiauavyso fAuddayanauiiages (Data Center uaru3n1558UU cloud
(Cloud Computing) I#Sums¥usesnmsgiu duseluil
1) 1193g1uNsUIMINISINEIANUasniy 1SO/IEC 27001
2) 1MIFIUNTIANITUTNISIULeT ISO/IEC 20000-1
3) mman1sdansaImsuasasndeduansaumalusTuy Cloud dvsumingany
Iﬂiaaé'wﬁ’yugwuﬁ'}ﬂ”fy,wmmsaumﬂ (Critical Information Infrastructure : Cll) ISO/IEC 27017
139 CSA STAR Uay ISO/IEC 27018 w38 CSA STAR iflusghatiay
4) WrmsgrudImsunIsIanIsTeyadauyAaa (Data Privacy) ISO/IEC 27701
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3.15 g8udaiauedoadnanulunisliuinisssuu Cloud Service Tifumineauninss
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303518 MY MiNeadesiuszuudunisiiu wie anrvunsiululssmainiisusgideie

lideendn 1 wasu agluszesing 5 9 Juisiuduauesia lnesinaiuvesdyyliteeni
1,000,000 v (nil 98 uuma ) wieud undngruld usuatuns ediun wlidesusesnadiu
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3.16 fBudeiausduseuliiinisifeulosszuunannd fuszuuuimsinnisaaing (Cloud

Management Platforms) vaanszvissaiviaiieirsughauazdsny iudamns APl iiaideslostoya

Inaghadey fil

1) %gamw%mﬁmmsw%’wmmﬂa’nﬁ

2) doyanmsmuanldinenunslidamuaie (Pay per use)

3) doyanisldnunineinsseuupans

4. YoM MUALAZAMENYAZIANIZYBI1Y

4.1 58uu Cloud Server WUUN 2 97U2U 1 1A5 849 W oLtdu Virtual Server 5893US2UU

nsliusnsuiunulsenavenin IvUUTRTURUATUaYUlATINIATUL ey uassEUUNg

UsmsinnisnineInsesdns laefiswazdunandnunzesnaosdisil

= 1

ImngUszanananae (CPU) drunuliidsenia 12 unuudn (core)
fnuennudman (RAM) vuisliivosnin 24 GB

fimhodaiudeya (Storage) vunmnuglitesnd 3 T8
asnsndeuseszuuATaveumeditnly
ﬁmé’{'\sﬂﬁaw&LL’J%WUUUﬁﬂ’ﬁﬂﬁiﬁﬁﬁﬂr?{wégﬂﬁmmnﬂgwm S0y 1 Aedvi
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Hszuutesiuhsanaufinmaswionldu
fisyuutesiunmsynsninionng (Firewall) wipsldau
FITUNITIURNIUSZUULAT 88U IPV6
fimssilumsdseasdaseuiianesisvis@iiou (Virtual Machine Backup)
Alusnisien
Ts5gvusnuiniiudasanes (Virtual Firewall) @1915US2UULAS B Y18
uaznoufiumesusitny TneflnuaudRcil

1) fvesmims@eusossuusetng (Network Interface) $943U3NNNI1 1 VLAN

2) il Firewall throughput laitfesndn 2 Gbps

3) 5945V Concurrent Sessions qaﬁjﬂlmﬁu 1,000,000 sessions
flssuutesiuinieauideaiouninniely finnuantAnai
1) i1 Antivirus Tuusiagipdasuslanoiaiion
2) il Anti-malware Tuusazin3osusisheiasion
3) 1 IPS (Intrusion Prevention System) Tuudagia3oawsldneaiioy

4.2 39Uy Cloud Server wWuu#l 2 91uu 1 1A309 ey Virtual Database Server uagiiufi
Iaufudeya wuu Cloud Server TneilsaziBonnndnunreagnalondiil

[ S

(U19E12915795500 A3ANA) (OB

ntgUszinananans (CPU) Swulitfesnd 4 unumdn (core)
Tmieanudman (RAM) vunelitosnia 16 GB
iimhedaiuteya (Storage) vuammlitoenin 2 T8
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fiszuudanisgiutaya (ROBMS) wieuldeuiidvans gndesnungmane

WU 1 dvAns
AowseniLas U URmsndiawavbgnd ewnungany S 1 udve

=

Hsrvutasnulisarauiawasndoulday

[}

fszuutasiunisyngniaiaie (Firewall) wiasldau
sesfumsldauruszuuaIotneuuy 1Pv6

finsaiiunisdrsesnd ssreuiinnosusdaowaiiou (Virtual Machine Backup)
Twusnisian

Jsguusneinitulasans (Vitual Firewall) @19sUssUULAS 0918

wazAsuRmeswite TneilnnaudRci

1) f9fpavemsid sus asvuuIAT 0118 (Network Interface) 5893013

1 VLAN

2) i Firewall throughput laiffeunia 2 Gbps

3) 895U Concurrent Sessions gegalaiiiu 1,000,000 sessions
fisvuutestumdeuddaaiiouannniely ﬁamauﬁ’ﬁﬁaﬁ

1) i1 Antivirus Tuusiaziadasusddeaiou

2) i1 Anti-malware luwsaziadosusiteiaiion

3) 41 IPS (Intrusion Prevention System) luusiazia3osusiteiailoy

4.3 53U Cloud Server buuw 1 91udu 1 1aT 09 dmsuiiuladnoanuigaony

IneilseaziBennuanuuzetatiousail

InuasUszanananand (CPU) Snuulaitdesnia 2 unuwdhn (core)
fiviaganuIman (RAM) aunalitesndn 4 GB
fimhedaiudoya (Storage) vuamuglidesnda 1 T8
anunsnideudeszuuAIoTsSumesiinle

WUV mm'iﬁ'ium EJLIﬁ (RDBMS) ‘W‘iE]ﬁJI’Uﬂ']‘Ll
mmgwmammu 1 ﬁ‘UEWIﬁ

Tavdnsgneos

L3
=

Ao menbils U A moRlEvAVBgIFawBRgMNY S1u 1 Avdve
Hszvulasiulisanouiumesniouldau
fiszuulasiunisynninsevne (Firewall) wioaildfay
F095UNSIINUNTUSEUULATUIUUUY IPV6
fimsiuiiunsdsonnd ssreufinnes v e@iiou (Vitual Machine Backup) #1
Twusnasun
fszuusnuwiariuvasane (Virtual Firewall) @1vsuszuulAS ey 8way
poufmeswivhe Tnodinauaudfdsd

1) ffasmimaideusoseuus 8178 (Network Interface) 5895Uannndn 1 VAN

2) 1 Firewall throughput lsitiesnin 2 Gbps

3) 5995U Concurrent Sessions Tc;jqqmlmﬁu 1,000,000 sessions
fisvuutesiunseanitioiaiiounnaelu fanautfdil
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=, é =
1) i Antivirus Tuusiagin3oaudnediou
2) i Anti-malware luusiazipdasusineasion
3) #1 IPS (Intrusion Prevention System) Tuusazinsoausldneiaiion
4.4 szuuinifiv Log File Wuu#l 2 U Cloud STy 1 S¥Ut ilnaTRda
- @3n9AU Log File uu Cloud 'l
- imheyszanananans (CPU) Swliitfosndn 4 unuwdn (Core)
- Iimernudman (RAM) vuialitiesnda 4 GB
- diwmbedafivdoya (Storage) Lilaifiu Log file wwnANlivesndt 2 TB
- annsadensesyuuiaIeteBumeiinld
- ﬁﬂﬁgﬁswﬂﬁﬁ'ﬁm'ﬁﬁh’j’wulﬁgﬂﬁaammgwma
- Hiszuulesiunisynynieiedne (Firewall) wiasldau
- 9995UNS N UKIUTTUULAT O PV
- dlmseufiunisdrseandosrauiiamesusianoaion (Virtual Machine Backup)
Flwusnsia
- @ws0aanu Log File Tadvosndn 90 fu
- MMuALIan (NTP : Network Time Protocol) 1 i ug unsalii olulviia
mwmamﬂﬁauﬁ’unmmmgwu
- @wsdaiu Log File ldmunse syl fama0n1905evia@anf 891U
AouImasatuTiTinaTmuldy
- gluausadiluuimsdanisidies
4.5 uwsﬁaﬁ'zuvzyﬂmmmﬁaqa UM 2 293
4.5.1 Q’Laumwmr}’faa%’wnwswﬁﬂ (Main) tuu Ethernet tua e Optical Fiber
Auiliiiosndn 2 Mbps. wiougunsal Router lenswing Server Colocation
(mudia 1) fu Counter Service 719g) 9155137 1 @il 58/5 Va2 QLU IRIY
duapan Sunetininda 2.3 11120 $1u9u 1 9993 @ns0s - dedaya

einaonszogiaImudnynn
4.5.2 {LaupIIN1A899AN1999581589 (Backup) WUU Ethernet euany Optical Fiber
anuialiitfesndn 2 Mbps wieugunsal Router Wausewing Server Colocation
(it 1) ffu Counter Service Moy 8155191 1 LawTi 58/5 V2 DU IRIY
shuanatn SUNeUINNGA L.UUMYE 11120 $1uam 1 293 aunsedu - deoya
leinaanszogaInudn
4.6 Huidminaedessitng (CO-location) 1/4 Rack
- dflszuusnwianuvasads i ndunuiuaziduneiinsidieanaunszuaunig
#1150 27001 fvun
- awnsaduazeanldnasn 24 dalus Tneusazitawil Contact Point 2 Ay
(Default mm'ﬁmﬁmﬁulﬁ) Tnensaunuiizfleuariiniga Nl AnRINAZAD
wi9sed afuLdamini nouiaue nsungUnsalitneendeansenuuunesy
wazldSunsasrsaauanidmeiiidudsysinsdi Contact Point lafldundae
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Goundale
- Msin-0andisruu CCTV way Access Control Yufinaugasie 4 nasaiaan
ausansivaeudeundaldlisniy 30 Yu wazwe Report éWa Softcopy
waT Hardcopy ainssuule
- fiszuumuaunade - Unusendnlusia (Access Control System)
- flauemdesinnisquasnuiag ssuttnsneuumes osessunisidenles
Toyanugniudisudu (Counter Service/ KTB) Tneiia9asagwing ISP $1uau 2 Link
Huum link az 10 Gbps
4.7 Managed and DR Backup Service ilsguunisdisesiaya (Backup) il asassulunsdl
Aszuudtam wWelaunsahdeyaidisesnduanliuinislenielu 24 Falus
lavil Software ¥i1n13 Backup wazdl Policy M3 backup wnu
4.8 nwﬁwqa%”nmm%‘éqLLahJ"lsmamamuQ’q:fmE;LLasmisiamqm‘swmuiﬂiLmimfm%'u
n1sdnsesdoya TnedinnaudRianesl
4.8.1 1309898 lenovo ThinkSystem SR650
- lenovo ThinkSystem SR650 $1121 1 13
- MigUszINaNana1d (CPU) Intel Xeon Gold 5210 CPU 14 Core x 2.2 GHz
- Cache Memoary 11 MB Intel Xeon Gold 5120, L1 cache 896 KB, L2 cache 14 MB,
L3 cache 19.25 MB (Total cache 34.146 MB)
- MhgAMNIMEN (RAM) Memory 6x16GB DDRG ECC RDIMM
- e'uAY UN15¥19 U RAD L ti'8eny1 RAID O, 1,5 (Support Software RAID
0,1,5,10)
- viedmiiudieya (Hard Drive) Storage 2 x 600GB 10K SAS 12Gb Hot Swap 5121 HDD
- DVD-ROM External USB DVD-RW Optical Disk Drive
- gipufionrnszuUETUE (Network Interface) 4 x 1/10 Gb Ethermet capable ports
- WA LED ASUS 21.5” IPS Monitor VZ229 HE
- Power Supply WUU Redundant 38 Hot Swap 1134 2 w28 (2 x 750W
(230/115V) Platinum Hot-Swap Power Supply)
482 qUﬂ‘sﬁfx SWITCH switches Cisco Catalyst 2960L 16 Ports
4.8.3 1304ty Dell PowerEdge R740 Server
4.8.4 gunsnldaiiiudayauuumenen Dell EMC PowerVault MEA02G SAN/DAS ARRAY
- Dell EMC PowerVault ME4024 SAN/DAS ARRAY #7171 1 A5 a4
- whedaiuteyaviia SAS 1 Dell 1.2 TB 10k RPM SAS 512n 2.5in Hot-plug
Drive 31U7U 12 w2y 3@4%"um5Lﬁ'mu'wﬂ”ml,ﬁuﬁ'aaﬂaqqqm 24 w2y
WArI833UN15¥191U RAID 0,1,5,6,10,50 or adapt
- Bndsonsiuasiumasnstt
4.9 Wwhwihfidmiunsuszaunusasnsutlelymssun Tnefissansond
1) Wwihiieyihwihiidudguaszuuuiane drsesloya uazeanunsadiaszrinasudly
Jeymnveauwdidng 1a3eany LLama:gjuammsaumﬂ?ﬁﬁ'm“ﬁ'mmfﬁqmuumhhﬂﬁ
oS
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Biusmii Tasvhausauiumhenu ifeiadedadodumslfusmsiialsr
guvuEsaUmAnuLlguduund (Manage Service)

2) WwhAuszaueuiase was vhnsuilatiymidestunasiaymmanaialunsdl
ﬁt,ﬁmmqmﬁu viensdifisesnadeusedidym JuwgIissuunissutnsviduy
Liansaldanulfdudng

4.10 S3UVKNYI86DIE11150Y 191 UAT VAL ULAZIDITUSEUVASAUMATBINDIY U
uazgutayasine o vesmnazuu Iredhaiuszansnm Sidwihiiguassuunniunasn
24 Falussiotu 7 Fusdonid wdunn laiiuiungas1enis waziiusnng Call Center
uasTUUUS et et lngspsannsountaymmsaainladsundsegradumanisuda
ety 2 57T ‘WmLﬁunsﬁﬁlﬁﬂLmqmﬁuﬂuﬁ'ﬂﬁgwﬁﬂ'agalﬁ%’umﬂmﬁww
sesansagnauldnielu 24 Falua Tnslifidouagame lnviseavidenszuvay
Faeluil

1. szuunsliuinisiutuulssnouandn
- spuUNguEuUUIENaUa N
e wwﬁﬁg%wmﬂauqﬂwﬁ
: wuuﬁﬂmwﬁﬁuﬁunuﬂwnaum%w
- wUUMsiuTEuuiissnauatnuaduasanisiuiissRuguuuuenlat
- syuunsiWenleansiutssdunudssneverinwiuiuaimesiee $ia
- s‘u*umﬁaaﬂmmi%’uﬁ’l'i::ﬁu%quﬂizﬂaum%wimﬁmmm'ﬁﬂ?qlwa
- TUUNITHEY
- ‘saﬁ‘uUm'ﬁ'%'w'%mmﬁaé'ﬁw@’qqmq
- srUUNMsS UL MRNyAnaily
- FUUMSIATIENoYaN15U39A
- SBUUTIHNN
- SEUUIANIT

2. szuureiutuaiuayulasainsiulgeeny
- syuvveuiuatiuayulasanis
- YUV
- JUUBIANS
- spUURlgnu

3. IBUUMITUIMNITIANININEINTBIANS (Enterprise Resource Planning : ERP)
- syuulTuaznisitu
- wUUU%miﬁ’ﬁg%L‘iugﬂwﬁ
- spuuudmstyiidand
- SBUVUITMIAUNINED12S
- SEUUIANITEUIATT
- SEUUUTMININEINTYARA
- STUUNUNAAUALATITI
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4.11 launsiadosdndsindnmsidrdessuunioudasy Usermname Password %69 ROOT

4.12

4.13

NALAT BIUN Y18 W OS, Web Server, DB server, Cloud portal lnguaunune
Widansufsmsigeeneaduansdnuaisnus

Havesavzasninseusndafianisvsednmgaulitudmhivesnsufons
19018 L vingmsiieanunwsamvesszuy Cloud, Tassaianuguauaunandon

pe e =

visnsldaszuy Cloud, mauimsdansdeyavdeszuugudonn, ssuvainne Wusy
Lidfeendn 2 ausiendngns T,mammuﬁuﬂmmummaﬂﬂmmwumwmu (Wudmau
Falusausauiu) lidesnda 56 Falus lnofiauesiadondudsuiiavaudnlddne
lunisilnausumednwigawianus saudsdmmusiiuniawazemns saui
A TinuazAssiuYeiieusy wazfiauesinidasdimirlunsinnias esile
wazgunsallunisiinausy

W LEUDIIANZA DALY 15T UL B LUUATIIY I3UUANIT09RNAULAZITUUS N
muvasndouazeUnsalaowasmnuded 4 lunsusmssanis wasd suseszuusy
asaumArenamuygieny annsaldauldunfedeiusednsiam ssuvanunse
1095UNsEAe s lTusEauTande §5Uuinsnisuen Wy susuniensdns

v 3

AUEIBTY UagnsIuTsvRunioniunyssmanuseas Bunanaud i

v Y

) 3alvdnisiTdusnasssuy Cloud Server wuudi 2 nnely Data Center
lneilderimunvas Data Center fai}

Y vuulwﬁ']ﬁ'ﬁm (UPS) wieumeiniasriiialuiin (Generator)

- ssuullasfusaasy (Fire Protection) fisguusnwininutasnsie
N1SHIULT-00NTDIYAAAINTT LT HI2A (Security Protection)
fsxuunde91993dn (CCTV) flanunsavuiindeya iielsong
wgnsaldounasla

- ilwihilguaszuunguse cloud nasn 24 v

- #98UUN15 monitor LLa“LLaﬁ'aLﬁau Lﬁmﬁﬂﬂmmmﬂmuavmm
LAy 15 uav 7 aru13ne cpu, memory disk, network
193N 9 vm latluagrarioy Imammmmemaua"l,mmamum

- dlszuunisdrsesdaya (Backup) Lwaiaﬁu’lummmuwuﬂmm
Lwalwaﬂmsammauawmsaqnaum‘lwmnwﬂmmiu 24 47T
lnwdl Software ¥iinns Backup wagil Policy 15 backup 7niu

- @WN3nveeUTEANS AN Wi 03895UT9nATIRIUS IS SU-ds
doyavosldanaduduiunnnld sadarwunlureuniiy

- disyuuusueinia (CRAQ) 'ﬁaﬂmmmuquqquﬁuaxmmﬁu
gosiasduszuuiananduaestulusuuy

- i5¥UusuINE Fire suppression system

- UINISUNT8LUU Cloud ﬁaaﬁé’m3'1m':?1ﬁu§m'$'§'uﬁﬁaagasim
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